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REMARKS:

Note To: Chief, Management Dwision,
M&CG/OIT

Subject: Modems

Rich,

rm not tryng to he a pest (although
| frequently succeed anyway), but | need to
follow-up on the attached note. After the
recent Hannover Hacker case in which
telephone connectivity enabled the
compromise of more than 200 computer
systems, there is a great deal of
sensitivity to the danger of modems.

Can you bring me up-to-date on our
plans, if any, to solve the modem threat
through technical means?

Executive Assistant to the DDA
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12 November 1986

NOTE FOR:

Chief, Management Division, OIT

FROM:

EXA/DDA

SUBJECT : Modems - What to do about them?

Rich:

ing last month ov

€1 to the DDA, Bil
@0, SnCU.l We 20 aZcut modems? His concern is sna
could easily connect their to their olack telephone via a modem and thus
compromise large volumes cof gency dat:a,

1. During a brie
ihe guestion: W o

LY
what

2. 1 spoke oriefly witn

‘aoout this issue. According to my
(possibly flawed) notes, Steve said:

© The new PBX has built-in capabilities which could obviate the need for

many (but probably not all} modems. There is currently nothing in the
NBCPO plan or budges to itilize this facility, however,

it would de difficult and expensive to program =he PSX to detect
unauthorized mcdem isage. One alternative would 2e to audit any
long telephone sessions, which are typical of PC-modem calls,

A less expensive option might be to estadblish a tighter sclicy on
modems--perhaps requiring fegistration, certification, and tagqing.
Any modem not tagged and tegistered would result in a security
violation.

3. There are probably many creative solutions which would reduce the
potential threats from modems. wWould 70u please bounce this concept around
informally in OIT to see :f there is in inexpensive, verifiaole solution?
This obviously isn'+t a tO0p priority item. DPerhaps someone in OIT could
assemble some ideas over <2e nex: several montas. 3cund feasible?

cc: JIT/N3C20

ADMINISTRATIVE - INTIRNAL USE ONLY

Nl

! Declassified in Part - Sanitized Copy Approved for Release 2011/12/05 : CIA-RDP89G00643R000900130032-9



